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Abstract—This paper presents a maturity model structure to support effective
project risk management. The structure is based on five maturity levels and
nine categories. The premise of the paper is that the goals of risk
management, the practices required to implement the discipline, and the
common obstacles to implementation must be reflected within a model,
otherwise fully developed mature practices will not be realized. Through a
literature search, the paper examines the common goals and practices of
project risk management together with the challenges experienced in its
implementation. A maturity model structure to support embedding effective
project risk management is proposed. The model is applied to four live
projects and a direct correlation is drawn between the introduction of the
model and improvements in the effectiveness of risk management.
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1. INTRODUCTION

RISK management has attracted
adverse media coverage as a result of
the repeated and well-publicized
failures associated with its
implementation [Kimball, 2000].
Despite the increased professional
and academic attention that risk
management has received following
these failures, further instances of
failure are still prevalent [Chapman,
2011]. Against a backdrop of constant
change, organisations appear unable
to understand and respond to the risks
that impact strategic decision-making
and operational performance, (EYGM
[2014]). Long-established
organizations which have been
implementing project risk
management (PRM) for a number of
years (such as the BBC, British
Airways and BAE Systems) are still
struggling to establish mature risk
management practices ([Kimball,
2000]; [White House, 2008]; [Hubbard,
2009]; [NAO, 2000], [2004] & [2014];

[Dietz & Gillespie, 2012]; [Minsky,
2016]; [Airmic, 2017]; and The Irish
Times, [2017]). It has been argued that
organizational performance has been
undermined by poor lines of sight from
the boardroom to project performance,
(EYGM, [2014]). This is significant
given the growing recognition that risk
management is critical to the success
of projects and as a consequence the
performance of the organizations that
implement them (EYGM, [2013]). The
basic questions of what is it we want to
accomplish, what activities must be
undertake to realize the goals defined
and what barriers to risk management
implementation will we most likely
encounter are rarely explored in
sufficient depth or together. The
development of mature effective risk
management practices is relianton a
combination of: establishing the goals
of risk management, determining the
core risk management activities to
secure the goals, recognition of the
common barriers to completing the
activities and the creation of a road
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map to increase maturity. While recent
interest in maturity models is
demonstrated by the proliferation of
models, their contribution to the
development of effective risk
management practice has been limited
due to their structure and content.

2. THE IMPORTANCE OF
PROJECTS TO BUSINESSES
AND GOVERNMENTS

Projects are important for the financial
success and longevity of individual
businesses. These projects often
represent major investments by
individual businesses and are vital to
business development, market share
and organizational longevity. Project
failure can be detrimental to an
organization’s reputation, share price,
stakeholder confidence, bottom line
performance and significantly,
realization of its strategic objectives.
Ernst and Young’s analysis (EYGM
[2015]) suggests that approximately
US$682b is wasted on
underperforming projects across the
globe annually. As advised by the
UK’s National Audit Office (NAO)
“Ninety-five per cent of the UK
government’s policies are delivered
through major projects. Successful
project delivery is therefore essential
to the government in terms of
delivering its promises and
objectives. However historically the
maijority of major projects in
government have not delivered the
anticipated benefits within the original
time and cost expectations” [NAO,
2013]. More recently, in a subsequent
report, the NAO stated “the public
sector has had a poor track record in
delivering projects successfully”
[NAO, 2016]. This track record is
injurious given that within its 2016
report it stated there were 149
projects in the Government Major
Projects Portfolio which had a
combined whole-life cost of £511
billion with an expected spend of

£25 billion in 2015-16 [NAO, 2016].
Project failure in this context is critical
for the UK government. The 2013

NAO report emphasised the risk of
over-optimism in government
projects’. Project success has
traditionally been measured by
delivery of the scope on time, within
budget to stakeholder satisfaction
followed by satisfactory bringing-
into-use.

2.1. Effective PRM Supports
Project Delivery PRM s
internationally recognised as a
vehicle to predict, examine and take
proactive action to remove or reduce
the threats to a project’s objectives
[Woods et al 2007]. Research has
shown that effective risk management
is positively correlated with improved
project performance, (Irimia-Diéguez
et. al., [2014], [Junior and Monteiro
de Carvalho, 2013]; [Raz et al., 2002];
[Zwikael & Ahn, 2011]; [Ropponen &
Lyytinen, 1997]; [McGrew & Bilotta,
2000]; [NASA 2011], and [Banjanin,
2010]). ISO 31000 [ISO, 2018]
promotes risk management and
suggests the discipline will enhance
the likelihood of organisations
achieving their objectives and
protecting their assets. Conversely
inadequate risk management has led
to specific disasters such as the
Deepwater Horizon oil rig which
exploded in the Gulf of Mexico,
causing one of the worst man-made
disasters in history. A United States
National Commission [NC, 2011]
investigation attributed the disaster to
management failures that crippled
“the ability of individuals involved to

1. The report refers to writers on optimism
bias. Of interest is the extract from Dan Lovallo
and Daniel Kahneman, Harvard Business
Review (2003) Delusions of Success: How
Optimism Undermines Executives’ Decisions:
“When forecasting the outcomes of risky proj-
ects, executives all too easily fall victim to what
psychologists call the planning fallacy. In its
grip, managers make decisions based on
delusional optimism rather than on a rational
weighting of gains, losses, and probabilities.
They overestimate benefits and underestimate
costs. They spin scenarios of success while
overlooking the potential for mistakes and mis-
calculations. As a result, managers pursue ini-
tiatives that are unlikely to come in on budget
or on time—or to ever deliver the expected
returns”.

identify the risks they faced and to
properly evaluate, communicate, and
address them.” Given growing project
complexity [Chapman, 2016], the
importance of effective decision
making is taking greater prominence.
However effective analysis of
alternative courses of action will only
occur when there is an understanding
of the threats and opportunities
associated with each. As a
consequence, risk management must
be at the heart of decision making
(Flyvbjerg, [2003]). The scale of
projects and the ramification of delays
and cost overruns has pushed risk
management into the consciousness
of senior management and boards. In
addition, consultancies that are the
most effective in managing risk on
behalf of their clients and to their own
existing operations will in the long run
outperform those that are less so.

3. EFFECTIVENESS DRIVEN
BY RISK MANAGEMENT
MATURITY

For any organisation, risk
management effectiveness is driven
by the assessment, recognition and
management of the maturity of its risk
management practices (Antonucci,

D. [2016]). This view is supported by
research conducted by the following
Ren and Yeo (2004), [Zou, Chen and
Chan (2010)], [Hopkinson (2011)] and
Mu, Cheng Chohr and Peng (2013)
who have demonstrated the
importance of employing a formalised
risk management maturity
assessment process to measure risk
management processes, culture,
practice and resources. Risk maturity
is a measure of the capability of an
organisation to take and manage risks
in a balanced and well-informed
manner and is fundamental in
ensuring risk is considered in decision
making processes, [Airmic, 2017].

3.1. The Meaning of ‘Mature’
and ‘Risk Maturity’ There is
no universally accepted definition

Authorized licensed use limited to: UAGC Library. Downloaded on May 13,2021 at 02:42:51 UTC from IEEE Xplore. Restrictions apply.



128

IEEE ENGINEERING MANAGEMENT REVIEW, VOL. 47, NO. 1, FIRST QUARTER, MARCH 2019

of risk maturity. The term ‘mature’
adopted for this research is taken to
mean a state of being fully developed
or having reached its most advanced
stage in a process, in the same way a
mature technology is a technology
that has been in use for such a length
of time that most of its initial faults and
inherent defects have been removed
or reduced. The English Oxford Living
Dictionaries [EOLD, 2018] provides
the example of a mature market
which is one which has developed to
the point where substantial expansion
and investment no longer takes
place. By way of clarification
antonyms of mature are under-
developed, unprepared,
inexperienced and incomplete.

3.2. Maturity Evaluation

A method of evaluating maturity and
how well risk management is working
across an organisation is through the
use of a maturity model, [Airmic,
2017]. To be of value, project
maturity models must reflect both the
goals of risk management against
the stages in an organisation’s
project life cycle and the primary risk
management practices required to
deliver the process. In addition, they
must address known hurdles or
obstacles so the progression from
one maturity level to another
represents a clearly recognizable
‘gear change’ or process
improvement, having overcome one
or multiple challenges. The absence
of a model within an organization
implies a lack of understanding of the
essential building blocks of effective
risk management and the
competencies required to
incrementally develop mature
practices.

3.3. Why Maturity Models are

Important For the majority of
organisations, risk management
practices exist in some form.
However, to satisfy internal
stakeholders that its risk
management practices are effective
there needs to be a clear

understanding of the ‘As-Is’ - in
particular any shortcomings of the
current approach, the desired future
‘To-Be’ state and a ‘road map’ of how
to accomplish the required maturity
level. Risk maturity models succinctly
describe, by visual means, a
structured approach to the description
and communication of both the ‘As-Is’
and ‘To-Be’ states. The commonly
recognised benefits of maturity
models for organisations are as
follows:

e Improved risk management
culture.

e Improved visibility of the threats
to a project’s objectives.

e Improved management of
threats.

e Improved overall project
performance and realisation of
project objectives.

e Increased customer satisfaction.

e Increased productivity through
smaller project teams retained
for shorter durations.

e Increased profit due to fewer
unpleasant surprises and
resultant rework.

e Increased likelihood of securing
new and repeat business.

e Improved compliance with ISO
standards.

e Incorporation of lessons learned
from areas of best practice

e Implementation of more robust,
mature practices

e Improved visibility of the link
between management and
engineering activities

3.4. Understanding the ‘As-Is’
State Determining the ‘As-Is’
position is required to prepare an
improvement plan from ‘where-we-
are-now’ to ‘where-we-want-to-get-
to’. To inform the ‘As-Is’ state of risk
management maturity, a project
would gather information directly from
outputs of activities contained within
the individual stages of the adopted
project life cycle (PLC). The PLC
would typically be based on a project
management methodology, such as
PRINCE2, the Project Management
Body of Knowledge (PMBOK) or one
developed in-house together with
associated project governance
processes. These outputs (as guided
by the project management
methodology) would include but not
be restricted to: benchmarking,
training reviews, internal audit
findings, lessons learned, business
case preparation requirements,
project reviews, gate review findings,
project closure reports and quality
audit findings, as illustrated in
Figure 1. These outputs are common
to most projects and hence itis

Lessons Learned

Internal
Audit Findings

Training
Reviews

Benchmarking

Business Case
Preparation
Requirements

Identified
challenges to
implementation

Management

Maturity Model

Management
Improvement

Project Review
Findings

Gate Review
Findings

Project Closure
Reports

Quality Audit
Findings

Figure 1.

Challenges to the implementation of project risk management.
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considered do not warrant individual
explanation here or reference to the
PLC stage they would be derived
from.

3.4.1. Application of Maturity
Models:
Maturity models are similar to change
management processes in terms of
assessing the performance of all or
aspects of an organization; planning
improvements; designing
interventions; communicating the
interventions; implementing
improvement actions and assessing
their effectiveness. However, models
are designed to offer all of these
elements of change managementin a
single parcel. The timing of the use of
maturity models is critical to ensure
that a PMO for instance is not in
‘change overload’ resulting in lack-
lustre participation in the initiative.
For ease of implementation, the
adopted model should be aligned to
the structured project management
method adopted by the organisation.

3.5. Risk Management

Guidance The ICPM[ICPM,
2014] considers that there is an
overdependence on ISO 31000 which
is often used as a benchmark for risk
management practice. The Centre
contends that almost all infrastructure
projects (let alone “major” projects)
are too complex for ISO 31000 and
similar approaches to be effective. In
addition, it claims it is a guide (rather
than a standard) and at best itis a
guide to “accepted practice” in risk
management, not best practice,
especially for complex projects.
Given the demands of complex
projects combined with the difficulties
of delivering effective risk
management, a fresh approach may
be warranted.

3.6. Development of Risk
Management To achieve
effective risk management there must

be a clear understanding of (1) the
goals of risk management, (2) the
challenges facing the implementation

of risk management (3) the building
blocks of risk management and (4)
how to develop change management
tools such as maturity models to bring
about change.

4. RESEARCH METHODOLOGY

4.1. Research Questions In order
to develop a model based on both
theory and professional project actor
perceptions, the main research
questions to be answered by this
paper are:

“What are the relevant levels of
project maturity?”

“What are appropriate categories of
effective risk management?”

“What are the competencies of PRM
maturity?”

4.2. Methodology The research

methodology has involved 8 steps:

(1) examination of the importance of
risk management to project
performance,

(2) examination of the significance
of maturity models,

(3) development of research
questions,

(4) literature review of the goals of
PRM,

(5) literature review of the primary
PRM activities to support the
goals,

(6) examination of the barriers to the
implementation of PRM,

(7) synthesis of the literature to
develop the structure for a
maturity model composed of
levels, categories and
competencies.

(8) validation of the instrument for
assessing the maturity of risk
management by its application
during four live programmes
(composed of a number of
interrelated projects)

4.3. Terminology The language or
terminology adopted within maturity
models is not consistent and hence

the terms adopted for this research
are set out below for clarity.

4.3.1. Mature:

The term ‘mature’ adopted for this
research is taken to mean a state of
being fully developed or having
reached its most advanced stage in a
process. ‘Mature’ can be expressed
as a mnemonic acronym [Chapman,
2018] which describes practices
which support the implementation of
effective risk management, as
follows:

M  Meritorious capabiliies which
directly contribute to effective risk
management.

A Advanced technical capabilities
which are developed, forward-
thinking and to some degree inno-
vative.

T Transformational capabilities
which when applied bring about
significant improvements in capa-
bility.

U Utilitarian capabilities which are
practical, unambiguous and can be
readily implemented.

R Reliable capabilities which have
supported the realisation of project
objectives.

E Evolved established capabilities
which have been refined and
revised over such a length of time
that most of the initial challenges
and inherent problems have been
removed or reduced.

4.3.2. Definition of a Maturity Model:
The definition of a model adopted
here is drawn from the publication
‘Management of Risk: Guidance for
Practitioners’ [M_o_R, 2010], which
states a [risk management] maturity
model is: “a commonly accepted
reference model or framework of
mature practices for appraising an
organisation’s risk management
competency”. A model can be
described as a structured hierarchy of
distinct levels of incremental
improvement in capability that
progressively deliver greater quality
and benefits. Each individual maturity
level is a well-defined evolutionary
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step of improvement in the
implementation of the discipline of
risk management. A popular format
for a risk maturity model is the matrix
(or grid) with levels of maturity
recorded along one axis, categories
of risk management practice along
the other axis and competencies at
the intersection of levels and
categories [Antonucci, 2016].

4.3.3. Levels of Maturity:

Levels represent incremental steps or
interim ‘stations’ on the route to full
maturity. An example of maturity
levels are those included within the
UK P3M3 model (AXELOS [Ltd
2015]): Level 1—Awareness of
process, Level 2—Repeatable
process, Level 3—Defined process,
Level 4—Managed process, and
Level 5—Optimized process. The
roots of P3M3 model can be traced to
the Software Engineering Institute’s
(SEI) Capability Maturity Model
(CMM), now called CMMI (Capability
Maturity Model Integration) and
managed by the CMMI Institute.

4.3.4. Descriptions of the Different
Levels of Maturity:
The descriptions offered for the
different levels vary across the
different maturity models developed
to-date. They may focus on for
instance the processes, as described
in Table 1, or the central risk

management team, the risk culture,
the implementation of risk
management as a discipline or lastly
compliance. Given that all of these
categories are important, to single out
one category is very questionable.

4.3.5. Categories of Effective

Risk Management:
Categories (sometimes referred to as
attributes, elements, criteria,
perspectives, capabilities, domains,
details, dimensions and process
areas) are groupings of capabilities or
practices which drive effective risk
management. They are referred to for
instance as:

e ‘attributes’ within the ERM Risk
and Insurance Management
Society (RIMS) model [RIMS,
2006],

e ‘elements’ within the RM> model
produced by the collaboration of
the ORR and HSL [ORR/HSL
2017],

e ‘criteria’ within the Chapman
ERM model [Chapman, 2011],

e ‘perspectives’ within the
Hopkinson maturity model
[Hopkinson, 2011],

e ‘capabilities’ within UK Treasury
publication “Risk Management
assessment framework: a tool for
departments” [HMT, 2009],

e ‘domains’ within the
cybersecurity capability maturity
model [US DoE, 2014],

e ‘details’ within the Deloitte’s Risk
Intelligence maturity model
[Deloitte, 2015],

e ‘dimensions’ within the
Forrester’s digital maturity model
[Forrester, 2016] and

e ‘process areas’ within the
Software Engineering Institute
Capability Model Integration
[CMMI, 2010]

4.3.6. Competencies of the Risk
Management Function:
The competencies included in the
cells of the matrix describe how well
developed these capabilities or
practices should be for each of the
different levels. For instance, the
competencies will describe the
incremental improvements in risk
management culture across the five
levels of maturity. See Section 6.3.1.

4.3.7. Maturity Model Matrix:

The model structure within Figure 2
describes the relationship between
the levels, categories and the
competencies (for each category at
each level).

5. LITERATURE REVIEW

The following paragraphs provide an
overview of the approach adopted to
the literature review.

Table 1. Development of Processes Over Time

Level Heading

Description of Level

Level 5 Leading

Level 4 Advanced

Typically characterised by a focus on continually improving processes through both incremental and innova-
tive improvements derived from internal developments and the adoption of approaches from different industries.
Typically characterised by evidence of achievement of process objectives across a range of projects. The suitability
of the processes in multiple environments has been tested and the processes refined and adapted. Process
users have experienced the processes on multiple projects, and are able to demonstrate competence. The process
maturity enables adaptions to a process for particular projects without erosion of benefits. Process capability is

established from this level.

Level 3 Evolving

Typically characterised by a set of completed standard processes which are subject to some degree of
improvement over time. The processes are not systematically or repeatedly used as a consequence of the culture
and hence insufficient for the users to become competent or the process to be validated in a range of situations.
This could be considered an evolving stage where post use in a wider range of conditions the processes can develop

to next level of maturity

Level 2 Developing

Typically characterised by some processes being repeatable, sometimes with consistent results. Process
discipline is unlikely to be rigorous, but where it exists it may help to ensure that existing processes are maintained

during times of change.

Level 1 Basic

Typically characterised by undocumented processes that are driven in an ad hoc, uncontrolled and reactive
manner by users or events. This provides a chaotic or unstable environment for the processes.
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5.1. Approach to Literature
Review The literature review
entailed a search for relevant
literature by the examination of
academic science, engineering, and
business databases (e.g.,
LexisNexis, Engineering Village;
ScienceDirect, Science Citation
Index, ABI/INFORM, ProQuest; PMI
Online Library) and general internet
search engines. The review focussed
predominantly on papers published
during or after 2000 other than key
works. The literature reviewed was
predominantly peer-reviewed
academic papers, although some
grey literature was also examined. In
addition, papers which did not focus
specifically on construction were
included in the review for the benefit
of a broad perspective. The literature
was examined to answer the
research questions included above.

5.2. The Goals of PRM For
effective PRM, the natural starting
point is to understand what an
organization (or a specific project)
wishes to accomplish through the
execution of risk management. This
entails determining the goals for
project risk management which are
distinctly different from potential
benefits. While authors have
described enterprise risk
management goals within the
literature, surprisingly there is
extremely limited reference to the
specific goals of project risk
management. The PMI Practice
Standard for project risk
management [PMI, 2009] refers to
critical success factors which may be
interpreted as risk management
goals. In addition, researchers have
identified barriers to be surmounted
for PRM which again may be

interpreted as the goals to be
pursued ([Tah & Carr, 2001]; [Aven,
2011]; [Goh et al, 2013]; [Xanbo et al,
2012]). The goals must address the
whole project life cycle for any stage
not addressed will be the ‘weak link
in the chain’. Hence where projects
commence with inception and
terminate with handover, depending
on the project management method
adopted-risk management should
commence with the business case
and finish with handover and the
commencement of operations.
Table 2 lists the primary publications
reviewed to discern the common
core PRM goals for project
implementation. The goals ‘distilled’
from the publications are Included in
Table 3. The goals have been
gleaned (or distilled) from the
publications as they describe
benefits or desired behaviors rather

Levels Descriptor | Categories
c 2
2 o S ©
© = + c
28 g 52 |8 2
S & s S g 5 T o -
(] —
% < g = £3 £ g3 2 & £
T o F=l o] S ) 9]
gs |5 5 §2 | § 585 | 8 g z
LS o o S E o S 8 & & &
Level 5 Leading
Level 4 | Advanced 2lise
Level 3 Evolving
Level 2 Developing eve Ompete
Level 1 Basic
Figure 2.  Maturity model structure.

Table 2. Reference Documents to Discern the Common PRM Goals

Authors / Publication

Title of paper or publication

[Rae, Alexander & McDermid 2014]
[Serpellaetal, 2015]
[Tah & Carr 2001].

ing”
[MORIG 2017]

[Chapman 2014]

[NAO 2011]
[M_o_R2010]

ISO 31000: 2009

[HMT 2009]

[PMI 2009]

[Westcott 2005]
[Chapman & Ward 1997]

“Fixing the cracks in the crystal ball: A maturity model for quantitative risk assessment”
“Evaluating risk management practices in construction organizations”
“Knowledge-based approach to construction project risk management. Journal of Computing in Civil Engineer-

“Management of Risk in Government, A framework for boards and examples of what has worked in practice - A
Non-Executives’ Review”
“The rules of project risk management, implementation guidelines for major projects”, Gower Publishing Lim-
ited, UK and USA

“Managing risk in government”, National Audit Office
“Management of Risk: Guidance for Practitioners”, Axelos Limited (see ‘Management of risk principles’)
International Standard ISO 31000: 2009
“Risk Management framework: a tool for departments, published by HM Treasury

“PMI practice standard for project risk management” published by the Project Management Institute, Inc.USA
“The risks of risk management” Paper presented at PMI® Global Congress 2005.

“Project risk management, processes, techniques and insights”, published by John Wiley and Sons Limited.
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than explicit objectives for risk
management. Hence the goals listed
in Table 3 have been interpreted
from the source documents listed in
the column headed ‘source’. Only

when an organization has
determined what it wishes to
accomplish in terms of risk
management can desired measures
of maturity be determined.

5.3. The Core Activities

of PRM The core PRM
activities to satisfy the goals are
included in Table 4 below. Only the
core activities are examined given the

Table 3. PRM Goals

Ref Common core PRM goals Source
Gl Leadership Secure a mandate (and commitment) for risk management and the direct involvement of direc- 1ISO 31000 2009
tors/senior management. [Chapman 2014]
[NAO 2011]
[PMI2009]
Gl Leadership Preserve the organisation’s reputation in the market place. [Chapman 2014]
Gl Leadership Increase the likelihood of projects realizing their objectives and support organisational efficiency ISO 31000 2009
[M_o_R2010]
Gl Leadership Provide a budget for risk management (people, hardware, software, office space, mini library, [Chapman 2014]
travel, training and staff development)
Gl Governance Make accountability and responsibility for risk management explicit ISO 31000 2009
[MORIG 2017]
[NAO 2011]
Gl Governance Establish a reliable basis for decision making (at inception, business case development and stage 1ISO 31000 2009
gates) including assuring the quality of the risk information and addressing optimism bias. [HMT 2009]
[M_o_R2010]
[Chapman 2014]
[NAO 2011]
G2 Culture Develop a culture where risk management is: seen as a value-add discipline; used as a manage- 1ISO 31000 2009
ment tool not a reporting tool; ‘second nature’ and a reflex action; automatically undertaken at [HMT 2009]
key stages in the project life cycle; a vital element of go/no go decisions and gate reviews. [MORIG 2017]
[M_o_R2010]
[PMI 2009]
[Westcott 2005]
G3 Compliance Understand the threats arising from a breach of compliance/legislation ISO 31000 2009
G4 Continuous Improve organizational knowledge, learning (lessons learned) and resilience and support contin- 1ISO 31000 2009
Improvement uous improvement [MORIG 2017]
[M_o_R2010]
[Chapman 2014]
[NAO 2011]
[Serpellaetal, 2015]
G4 Continuous Deploy a risk management maturity model to understand the adequacy of current practices and [MORIG 2017]
Improvement highlight where improvements are required. [M_o_R2010]
[Chapman 2014]
[Serpellaetal, 2015]
G5 Commun-ication Establish open and honest communication, escalation processes, meeting hierarchy, meeting 1ISO 31000 2009
TOR, reporting and create dashboards for quick assimilation of the risk data. [HMT 2009]
[MORIG 2017]
[PMI2009]
G6 Composition Improve the identification of threats and opportunities against the objectives, scope, constraints 1ISO 31000 2009
and context and context of projects
G7 People Recruit and develop human resources and a risk management capability (‘risk literacy’) to support 1SO 31000 2009
the implementation of the risk management discipline (risk function and project personnel). [HMT 2009]
[MORIG 2017]
[Chapman 2014]
[Tah & Carr, 2001].
G8 Process Improve the understanding of project uncertainty (opportunities & threats: probability, proximity, 1ISO 31000 2009
source, impact, interdependencies, assumptions) including threat combinations and a ‘domino’ [MORIG 2017]
event.
G8 Process Encourage proactive management involving the direct treatment of threats and the exploitation 1ISO 31000 2009
of opportunities throughout the project life cycle [MORIG 2017]
G8 Process Improve knowledge of stakeholders and engender their confidence and trust through articulation 1ISO 31000 2009
of the benefits of risk management [M_o_R 2010]
[Chapman 2014]
G8 Process Engage and gain support from the supply chain in the implementation of risk management (con- [HMT 2009]
tractors, sub-contractors, suppliers, specialists) [Chapman 2014]
G8 Process Prepare contingency assessments based on the perceived uncertainty [MORIGC 2017]
to support the creation of budget and schedule contingency [Westcott 2005]
[Rae etal 2014]
G8 Process Integrate risk management with the procurement process [Chapman 2014]
[PMI2009]
G9 System Provide an appropriate web-based risk database. Drive Risk Owners and Risk Actionees to [Chapman 2014]

regularly update the details of the threats and issues that they are managing.
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extensive number of common risk
management activities. The goal
reference numbers from Table 3 are
cross-referenced to the risk
management activities. The activities
are drawn from the following
documents: “Practice standard for
project risk management” [PMI,
2009]; “Project Risk Analysis and
Management” [APM, 2014]; “Risk
Analysis and Management for
Projects”-RAMP [ICE, 2014]; ISO
31000 [ISO, 2018], “Management of
Risk, guidance for practitioners”
[M_o_R, 2010]; “Risk assessment
framework, a tool for departments”,
[HMT, 2009]; and “The rules of project
risk management, implementation
guidelines for major projects”
[Chapman, 2014].

5.4. Barriers to Project Risk

Management While there is
growing recognition of the value-add
of PRM there are numerous barriers
to effective implementation
([Chapman 2014], [2016]). While
there is extensive literature offering
guidance to project managers on how
to manage project risk, there is far
less guidance on how to assess the
relative effectiveness of risk
practices, [Kutsch and Hall, 2010].
There are a considerable number of
barriers to the implementation of
PRM. The literature typically does not
describe barriers to implementation
directly but rather questions what is in
place or has been implemented,
inferring the absence or lack of the
completion of these actions would be
detrimental. The barriers recorded in
Table 5 are described as actions not
completed or inadequate.

6. PROPOSED STRUCTURE
FOR A PROJECT RISK
MANAGEMENT MATURITY
MODEL

Taking account of the goals of project
risk management, the common core
activities and the recognised barriers
to implementation discussed above

the following model structure is
proposed as described in Figure 3.

6.1. Selected Maturity Model

Levels Proenga and Borbinha
examined twenty-two risk maturity
models spanning a number of
industries and the number of maturity
model levels ranged from four to six
[Proenga & Borbinha, 2016]. Six
maturity levels it is argued provides
too much granularity in that it makes it
more difficult to describe the
difference between one level and
another and similarly users of the
model find it difficult to judge what
level of maturity they have attained for
a particular capability. Four maturity
model levels do not afford
organisations and projects the ability
to describe a sufficient number of
steps of incremental improvement. It
is recommended that five levels are
adopted as illustrated in Figure 4
below. It is recognised that level five
may only ever be reached for a small
number of the categories or a
conscious decision is made not to
strive for level five on all categories as
the return would not warrant the cost,
time and effort.

6.2. Selected Maturity Model
Categories As a consequence
of the literature search and taking
account of the goals of risk
management, the common core
activities and the recognised barriers
to implementation, the following
maturity model categories have been
selected: leadership and governance,
culture, compliance, continuous
improvement, communication,
composition and context, people,
process and system. If a larger
number of categories were selected
there would be the risk of the
duplication of competencies. The
categories of risk management
process, people and culture were
identified by [Wibowo & Taufik
(2017)]. [Zou et al (2010)] identify the
categories of management, risk
identification, risk analysis, and
systematic risk management and

culture. ltis of note that a large
number of the authors and
publications single out ‘culture’ as
one of the key determinants in the
development of mature risk
management practices: [Abrahim,
Henry, & Keith, 2012]; [ISO, 2009];
[Farrel and Hoon, 2009]; [IRM, 2012];
[Smits and van Hillegersberg, 2015];
and [CIMA, 2010]. Respondents to a
survey conducted by the Economist
Intelligence Unit seeking to
understand the key challenges and
opportunities facing risk management
identified a strong culture and
awareness of risk throughout the
organization as the key determinant
of success. Respondents considered
with the battle for support from the
board largely won, the key
determinant of success in risk
management had become the need
to ensure that a strong culture and
awareness of risk permeated every
layer of the organisation [EIU, 2007].

6.3. Selected Maturity Model

Competencies An example of
the competencies reflecting the risk
management goals, core activities
and barriers to implementation are
recorded below for the culture
category. These competencies have
been drawn from a number of UK
government and institute papers
including but not limited to HM
Treasury’s “Risk Management
assessment framework: a tool for
departments” [HMT, 2009], the IRM’s
“Risk culture under the microscope,
Guidance for Boards” [IRM, 2012]
and the London School of Economics
report: “Risk culture in financial
organisations: a research report”,
(LSE, 2013).

6.3.1. Culture:
Level 5: Leading
e Senior management attitude to

risk management: Actively
champion risk management and
call to task individuals or teams
that do not adhere to published
practices.
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Table 4. Core PRM Activities to Satisfy the Goals

Mandate
Gl e Record the mandate in a risk management policy-which states the commitments of the organisation to realise effective risk man-
agement.
Reputation
Gl e Develop a reputation management plan for issue by senior management to explain the aims, activities and required participation.

Accountability and Responsibility

Gl e Record within risk management plans with the aid of PRACI matrices the accountability and responsibility for specific risk manage-
ment activities

Project go/no go — business cases

@ e Support the development of business cases and the calculation of benefit cost ratios;

Gl e Produce optimism bias calculations to support the preparation of the project cost estimate;

Gl e Review project assumptions, dependencies, issues and exclusions to support the business case preparation;
Gl o Drive option analysis by the assessment of the threat exposure of and opportunities presented by each option;

Gate reviews

Gl e Provide a picture of the current risk exposure at gate reviews to support go/no go decisions for the organisation or clients to decide
whether they wish to proceed to the next project stage;

Integration

Gl e Integrate risk management activities with the other core disciplines such as estimating, scheduling, change management, quality
management, reporting, design, and contracts management/procurement.

Culture

G2 e Senior management mandate and transparently champion and sponsor risk management

e Provide clear guidance and documentation, undertake training, produce guidance sheets, provide case study seminars and provide

tailored plans

Compliance

G3 e Establish compliance / legislation and approval requirements

Lessons learned

G4 e Conduct lessons learned workshops prior to project commencement, during implementation and on completion
Reporting

G5 ¢ Provide dashboard reports of risk exposure.

G5 e Escalate risk exposure to senior management

G5 e Report on the most serious threats, planned response actions and risk reduction to-date

Composition and context

G6 o Establish threats and opportunities against the objectives, scope, constraints and context of projects
People
G7 o Build risk management capability to deliver the risk management goals

Stakeholder review

G8 e Conduct an assessment of the project stakeholders and their ability to impact the project objectives
Design

G8 e Support the evaluation of assumptions around scope definition;

G8 e Support design coordination;

G8 e Examine threats to approvals (environmental, safety, quality, design, planning, security, building authority etc.);
Scheduling

G8 e Calculate schedule uncertainty and risk exposure;

Estimating

G8 o Calculate contingencies and prepare a contingency drawdown process;

G8 o Calculate cost uncertainty (quantities and rates) to support preparation of contingencies;

G8 e Review assumptions and exclusions

Tender Action/Procurement

G8 e Analyse the threat proposed by suppliers, contractors and sub-contractors to project delivery;

G8 e Analysis of the risk profile of different forms of contract;

G8 o Pre-qualification of contractors;

G8 e Analysis of contractor’s capabilities;

G8 e Describe the risk activities to be undertaken by contractors (submitting tenders);

G8 e Contribute to the preparation of tender documents stipulating the risk management functions to be implemented by the successful
tenderer;

Project life cycle

G8 e Predict, examine and take proactive action to remove or reduce the threats to a project’s objectives;
G8 e Support assessment of the threats against the business case and its validity;

Database

G9 e Procure and implement a risk management database with an appropriate number of licences
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e Project personnel attitude to risk implementation accepted e Policy, plans and processes:
management: The value-add of and recognised and Completed, regularly
risk management is understood, participation ‘second reviewed and being
the ramifications or poor nature’. implemented

Table 5. Barriers to Implementation

Leadership and governance

e Risk management has not been mandated by senior management. [M_o_R, 2010]

o Lack of adequate budget [M_o_R, 2010]

e Lack of central risk function [M_o_R, 2010]

e Responsibility for risk management has not been made explicit or accepted [M_o_R, 2010]

e Senior management pay lip service to risk management and the discipline is not seen to add value. [M_o_R, 2010]

e Risk Policy not prepared, reviewed, signed-off or disseminated. [M_o_R, 2010]

e Risk management is not a central focus within gate reviews. [MITRE, 2014]

e Risk management is not used to assess alternative options and support decision making. [M_o_R, 2010]

e Project leadership does not have the authority too quickly (and regularly if required) engage subject matter experts to review risk exposure. [MITRE,
2014]

e Risk management is not formally integrated into project management [MITRE, 2014]

e Risk management is not a priority for leadership and throughout the project’s management levels. [MITRE, 2014]

o Different approaches to the implementation of risk management are adopted across the organization. [HMT, 2009]

e Failure to acknowledge systemic risk [Chapman, 2011]

e Lack of integration of risk management with change management, procurement, value management, scheduling, option analysis, business case
preparation, and optimism bias calculations. [PMI, 2009];

Culture

e Lack of common acceptance that risk management adds value. [M_o_R, 2010]

e Lack of application of lessons learned to support risk identification. [Chapman, 2014]

e Participants not trained in a project’s specific risk management practices and procedures. [MITRE, 2014]

e The project team do not support risk management as they feel the risk information will not be used to support management decisions (they pay lip
service to the process and the information is not informative [MITRE, 2014]

e Technology maturity and its future readiness is not understood by the project team [MITRE, 2014]

e Risk management delegated to staff that lack authority.

e Risk management is outsourced. [MITRE, 2014]

e The management culture does not encourage and reward staff at all levels to identify risk. [MITRE, 2014]

e No benchmarking of approach and processes with similar organizations.

e Lack of common understanding of the risk management terms in use and their meaning (including risk appetite and tolerance). (IM_o_R, 2010],
Aven, 2010; [Xanbo et al, 2012]; [Goh et al, 2013]),

Compliance

e Failure to record legislation to be complied with and penalties for non-compliance

Communication

e Failure to communicate risk exposure to senior management. (Stultz, 2008)
e Lack of clear escalation process (timing, content and recipients) [HMT, 2009]

Composition and context

e The aims/goals/objectives of the project are not made explicit leading to unfocussed identification. [M_o_R, 2010]

e The scope/content of the project is not adequately described and communicated. [M_o_R, 2010]

e A communications plan has not been prepared and stakeholders not provided with timely, specific and clear information. [M_o_R, 2010]

e Project dependencies not described [PMI, 2009]

e Lack of design coordination

o External stakeholders with the ability to impact the aims/goals/objectives of the project have not been fully identified. [MITRE, 2014]

o External stakeholders have not been fully described. Involvement of stakeholders in the project not adequately documented. The risk to or emanat-
ing from stakeholders not captured. [M_o_R, 2010]

People (Risk Personnel)

e Risk personnel do not have adequate experience, skills and capabilities [M_o_R, 2010]
v Specific inability to carry out quantitative analysis, (optimism bias calculations) or prepare decision trees [PMI, 2009]
v Poor oral and written communication skills, lack of facilitation skills, lack of awareness of ISO 31000
¥ Inadequate training and development of risk personnel [M_o_R, 2010]

e Lack of induction training [M_o_R, 2010]

e Lack of role descriptions [M_o_R, 2010]
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Table 5. (Continued)

Leadership and governance

Process

e Lack of agreement on the correlation between risks, issues, assumptions, dependencies and exclusions. [PMI, 2009]

e The nature and needs of the project are not reflected in the design of the risk management process and the supporting risk management tool/data-
base conforms. [MITRE, 2014]

e Personnel have not adopted a tailored approach to risk management. [ISO, 2009]

e Lack of understanding of when risk management activities should be undertaken. [M_o_R, 2010]

e Risks are not identified, assessed, and reviewed continuously—only prior to major reviews. [MITRE, 2014]

e Lack of a formal and repeatable risk management process which is balanced with the complexity and data needs of the project, leading to a dispro-
portionate burden. [MITRE, 2014]

e Absence of full recognition of the nature of risk exposure of different forms of procurement. [UN 2006]

e Risk management plans contain practices and procedures which are not consistent with corporate processes. [MITRE, 2014]

o Lack of recognition of when and how suppliers and contractors should be engaged in the process. [Chapman, 2014]

e Contractor risk management responsibilities not included in contract documents. [Chapman, 2014]

e Contractors not required to provide a risk management representative or hold regular risk meetings. [Chapman, 2014]

e Contractors not required to make explicit the risks they are and are not pricing in their submissions. [Chapman, 2014]

e Project interdependencies are not identified, recorded, disseminated, scheduled are understood in terms of their degree of significance. [M_o_R,
2010]

e Risk management execution is not shared among all stakeholders. [MITRE, 2014]

Process: Identification

e Risks are not clearly written using the Cause-Threat-Impact protocol. [Chapman, 2014]

e Poor description of threats, their causes, impacts and responses (poorly written, not readily understood, open to interpretation) [M_o_R, 2010]

e Threat descriptions are a jumble of project background, cause, threat and impact). Ensure risk descriptions are succinct, readily understood (by the
project not just the project). [Chapman, 2014]

e Threats are not identified against the project objectives including the scope using common risk discipline techniques (such as prompt lists, check-
lists, risk registers, scenario analysis, brainstorming, nominal group method, Delphi technique, SWOT analysis, PESTLE etc.). [M_o_R, 2010]

o Not all project disciplines are involved in the identification process to ensure it is comprehensive. [M_o_R, 2010]

Process: Analysis

e The sensitivity/importance of the aims/goals/objectives of the project are not reflected in the assessment of the risks (the sensitivity of time or cost
overrun is not reflected in the scoring matrix) [M_o_R, 2010]
e Mismeasurement of known risks (likelihood and impact). (Stultz, 2008, DHSG,2011, [NC, 2011])
Process: Evaluation
e Lack of awareness of risk relationships between risks in the same project, or with other projects and projects. [M_o_R, 2010]
e Lack of understanding of how to apply correlation (positive and negative)
e Lack of identification and management of the critical success factors of quantitative analysis. [PMI, 2009]
Process: Response Planning
e Risk response planning not rigorously or consistently implemented. [M_o_R, 2010]
e Risks are not assigned to staff with the authority to implement mitigation actions and engage internal/external resources as required [MITRE, 2014]
e Risk mitigation plans are not monitored to assess their effectiveness. [MITRE, 2014]
e Responses do not address the threat they were designed to address. [ISO, 2009]

Process: Reporting

e Lack of common understanding of risk reporting requirements. [M_o_R, 2010]
e Failure to monitor and manage identified risks. (Stultz, 2008)

System

e Risk management tool/database is not maintained with the current risk status information [MITRE, 2014]
o Inability to quickly produce “dashboard-like” status reports for management. [MITRE, 2014]
e Inability of project staff to simultaneously enter risk data into the risk management tool/database [Chapman, 2014]

e Terminology: Common the assessment of threats and the basis of the agreed
understanding of the terms and the approach adopted towards ownership of risk.
definitions and are in everyday the supply chain. * Risk management integrated with
use. Additional terms added as e Engagement with the supply the other core project disciplines:
required. chain: Clear understanding of the Fully integrated with other project
e Risk appetite: Limitations of transfer and retention of risk and disciplines such as estimating,
appetite and capacity reflected in contract documents prepared on scheduling and change control
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Figure 3.

e Meeting attendance: Scheduled

meetings regularly attended and

Risk appetite: Appreciation of
appetite, capacity and tolerance

Project personnel attitude to risk
management: Visible

absences challenged and not and reflected in approaches to improvement over time.
tolerated. procurement Policy, plans and processes:
_ Engagement with the supply Revised and updated as
Level 4: Advanced chain: Engagement being required.

e Senior management attitude to

risk management: Directly
engaged in risk management
Project personnel attitude to risk
management: Value-add of risk
management understood but not
yet second nature.

Policy, plans and processes:
Prepared, signed-off,
disseminated, briefed-out to the
project and updated as required
Terminology: Terms and
definitions complete and being

refined.

Risk management integrated
with the other core project
disciples: Almost completely
integrated

Meeting attendance: Standing
meeting agenda refined as
required.

Level 3: Evolving
e Senior management attitude to

risk management: Support the
concept but not directly

Terminology: Common
vocabulary starting to evolve
Risk appetite: The terms
appetite, capacity, tolerance and
target defined as they relate to
the organisation

Engagement with the supply
chain: Being improved over time.
Risk management integrated
with the other core project
disciples: Integration
commenced but not completed.
Meeting attendance: Improved

augmented as required engaged. attendance but preparation for
Levels Descriptor | Categories
c 2
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Level 5 Leading . ]
Level 4 | Advanced Levels: see Section 6.1 Categories: See Section 6.
Level 3 Evolving
Level2 | Developing Competencies: see Section 6.3
Level 1 Basic

Proposed maturity model.

Continuous improvement and full range and cycle

of project activities being accomplished

Advanced A proactive approach to the management of risk
exists at all levels - from the top down
Evolving Risk management processes are incorporated

within routine project processes

Developing Policies, Plans, Processes and Templates being
established
Basic No structured approach for identifying and managing

risks at all levels of the project/programme

Figure 4. Maturity model levels.
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meetings inadequate diminishing
effectiveness.

Level 2: Developing

e Senior management attitude to
risk management: Passive
support.

e Project personnel attitude to risk
management: Disciplines pay lip
service to risk management and
treat it as a chore.

e Policy, plans and processes:
Under development and not yet
put into practice

e Terminology: Common
vocabulary starting to evolve.

e Risk appetite: Evolving
comprehension of appetite,
capacity, tolerance and target

e Engagement with the supply
chain: Emerging awareness of
the need for risk management to
be integrated with the
procurement processes

e Risk management integrated
with the other core project
disciples: Emergence of the
recognition of the need to
integrate risk management with
the other disciplines.

e Meeting attendance: Poor,
inconsistent, late, ill prepared

Level 1: Basic

e Senior management attitude to
risk management: Unsupportive,
unaccommodating, obstructive,
hostile

e Project personnel attitude to risk
management: Disciplines
address risk matters if all other
activities are complete

e Policy, plans and processes: Not
prepared, signed-off,
disseminated or briefed-out

e Terminology: No common
vocabulary leading to different
interpretation of the same terms
and confusion

e Risk appetite: No common
understanding of risk appetite,
capacity, tolerance or target

e Engagement with the supply
chain: Lack of integration of risk
management with the supply

chain and procurement
processes

¢ Risk management integrated
with the other core project
disciples: Not commenced.

e Meeting attendance: Need for
meetings challenged or project
personnel decline to attend

7. DISCUSSION

To help develop effective risk
management practices, this paper
presented a maturity model primarily
for infrastructure projects. To guide
the research to determine a suitable
model structure and competencies,
three questions were posed. A
specific focus was placed on
consideration of appropriate levels,
categories and competencies. The
model structure was based solely on
a literature search. Prior to deciding
upon the composition of the model,
models described in the literature
were examined and compared at a
high level for instructive guidance.
The sequence of stages within a
generic life cycle were used to guide
examination of the literature. The
weaknesses as well as the
strengths of the models examined
informed the composition of the
model structure described in this
paper. To structure the literature
search to avoid compiling a
confused mixture of categories not
relevant to projects or the
construction industry, nine
categories of risk management
practice were selected. The
selection was informed by
publications by PMI, the UK APM,
the OGC/AXELOS [Ltd 2015] suite
of project management documents
and the UK government’s
publications. In summary the
maturity model proposed in this
paper places greater emphasis on
understanding: the goals of PRM;
the risk management activities to be
completed; and barriers to
implementation. In other words what
are we trying to accomplish, what do
we need to do to realise those goals

and what will prevent us from doing
so. Previous models have not made
these aspects explicit.

8. VALIDATION

8.1. Internal Validation Internal
validation was examined in terms of
the reliability of inferences that could
be drawn from the application of the
model in real-world circumstances.
The risk maturity model described
was introduced on the following
programmes (where each
programme was composed of a
series of interrelated projects). In all
cases the maturity model categories
were accepted as pertinent and
applicable.
e UK rail project
e Malaysian rail project
e UK Smart metering project
undertaken by a large energy
company
e UKroad project

A cause-and-effect relationship could
be established between the
introduction of the maturity model and
discernable improvements in risk
management maturity and as a
consequence, improvements in
effective risk management.
Improvements were unambiguous.
Improvements related to actions
drawn from the activities described on
the improvement plan. For example, if
a mandate for risk management was
prepared and issued there was a
clear directive for risk management, if
roles and responsibilities for risk
management were described and
applied, participation in risk
management became explicit and if
risk escalation was performed,
decision making was more informed.
However, observation of the degree
and speed of improvement varied
considerably across the programmes
as a consequence of a myriad of
issues, such as whether for instance:

e The model was introduced early

or late in the project life cycle.
e The size of the central risk
function and whether risk
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personnel where changed, (on
one programme the entire risk
management team was
changed).

e A formal assessment was
made of the as-is and to-be
risk management maturity
states and agreed by senior
management.

e A formal improvement plan was
prepared (and approved by
senior management) to realize
the to-be state with a timeframe
and allocated resource.

e The project management team
remained static or was changed
(on many programmes very
significant changes were made in
the composition of the senior
management team which required
a re-introduction of the model).

e The scope of the projects within
the programmes remained static
or changed.

e The mandate for risk
management remained static or
changed.

e The prioritization of risk
management resources
remained unchanged (in many
cases the level of risk
management resource was
insufficient to implement
prioritized risk management
effort at the same time as the
implementation of the
improvement plan).

e The timing of risk management
training to provide an across-the-
board understanding of the
discipline of risk management.

e The degree of resistance to
change.

e The compatibility of approach
adopted by the company risk
function and the programme risk
function.
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